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Preventing Crimes of Opportunity

Cybersecurity Threats & Protection Measures

Credit and Debit Card Fraud 



1. A CRIMINALLY MOTIVATED 

OFFENDER 

2. A SUITABLE TARGET— e.g. a 

person wearing jewelry, the cash 

register in a pharmacy, a car that 

can be scrapped etc.
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PREVENTING CRIMES OF OPPORTUNITY

The challenges brought on by COVID-19 have created security gaps 

in many small businesses. Businesses that have been forced to close 

during this time are particularly vulnerable if the right measures are 

not put in place. 

It is important to understand why crime occurs.  The Crime of 

Opportunity Theory suggests that criminals are rational and choose 

targets that offer high reward with little effort and risk.

Routine Activity Theory suggests that for any crime to occur, it 

requires three (3) key elements: -

3. THE ABSENCE OF A CAPABLE OR SUITABLE GUARDIAN (thus 

creating an opportunity) – Poor security measures such as no 

cameras or an open door or window with no grill in place.

Jason Robinson

Security and Investigations Professional 



Crimes of opportunity can be prevented if suitable security 

measures are put in place and strictly adhered to. 

PHYSICAL SECURITY 

Criminals who break into businesses usually want to do so easily 

and quickly, while maximizing the reward for their efforts. The 

physical structure of the business is your first line of defense, and 

physical security systems are important in this regard.

PREVENTING BREAK-INS 

Some useful measures include:

• Reinforce the perimeter of your business including the roof 

where possible;

• Test the locks on your doors and grills, cameras, and any other 

physical security systems to ensure that they are functioning 

properly;

• Install an adequate alarm system that notifies you, your 

security provider, or the police of any break-ins;

• Install proper lighting both inside and outside the premises, 

minimize dark areas;

• Secure confidential information on your premises in a safe or 

locked area or move them to another safe location;

• Use reinforced shutter doors that are not easily breached.

Page 3 of 17

PREVENTING CRIMES OF OPPORTUNITY



PREVENTING ROBBERY

Some useful measures include:

• Routinely request information from your nearest police station about 

trends on criminal activity taking place in your area (e.g. times 

robberies occur, location, description of suspects, types of businesses 

targeted etc.);

• If you cannot afford your own security, consider sharing monthly 

security costs with another business in the same area; 

• Conduct background checks on your employees;

• Limit access to certain types of  information, need to know basis only;

• Use reputable persons to carry out work on your premises, request 

and keep a copy of their ID;

• Do not keep large sums of cash onsite;

• Back up the information stored on your phone and laptop so if your 

device is stolen you do not also lose critical information;

• Work with your security provider to create a suitable security plan for 

your business, consider the layout and ensure that it does not 

provide easy access to criminals;

• Use a good quality and suitable security system (cameras, panic 

alarm, audible/silent alarm, buzzer at the entrance etc.);

• Change your travel routes and routines frequently - go to the 

business at odd times, ensure there is no clear pattern;

• Before exiting your building and entering your car, look around and 

be alert, secure your phone and other personal belongings;

• If you find yourself in a situation where you are being robbed, hand 

over the items, it is NOT WORTH YOUR LIFE.
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PREVENTING CAR THEFT

Some useful measures include:

• Install effective/adequate anti-theft devices;

• Use a combination of anti-theft devices where possible (e.g. kill 

switch, electronic immobilizer, alarm system, tracking system);

• Only allow reputable persons to be in possession of your 

vehicle/vehicle keys;

• Do not park vehicles in isolated areas for long periods of time;

• Strive to Park your vehicle in a covered garage/carport.

Security is a constantly changing phenomenon; therefore, one size 

does not fit all. Please work with your security providers to find ways 

that are best suited to protect your business. 
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Stuart Hylton - Manager, Advisory Services 

Symptai Consulting Limited

“Cybersecurity is the practice of protecting systems, networks, 

and programs from [online] attacks.” Cisco. 

Why is Cybersecurity important?

Just as you would protect yourself or your home, you must also 

protect the information you store online, particularly when it 

comes to your business. This protection involves establishing 

good security practices in order to protect the business while 

transitioning to the new at home normal.

Lack of protection from online attacks could lead to:

1. Loss of Customers – If your customers are aware of a 

breakdown in your online security, they may no longer trust 

you with their business.

2. Financial Loss – Through an online attack, a criminal could 

gain access to bank account information.

3. Legal/Regulatory Fines – In some cases, a breakdown in your 

cybersecurity can result in fines from regulators,  or a 

customer could also choose to take legal action because their 

information has been compromised.
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Types of Cybersecurity Threats & How to Protect Against Them

Phishing Attacks

• This is where attackers send out targeted/non-targeted 

emails asking us to provide sensitive information or more 

information about ourselves. These emails typically come 

with a sense of urgency such as a time limit and asks us to 

click on a link which will then direct us to a web page 

controlled by the attacker. This webpage will provide 

criminals with any information we enter on that page. 

• To protect against phishing attacks:

✓ Never click on links in emails;

✓ Always check the sender. If you are not expecting the 

email, call the sender to confirm it was sent by them;

✓ Check for grammatical and spelling errors in the email 

address as well as in the body of the email;

✓ Always contact whoever is asking for your information 

before sending, especially if it is private information;

✓ Manually navigate to the website you are being asked to 

visit and check to see the website address is correct. 

Check for minor variations in spelling. 

“AmercanExpress” can look like the real thing with the 

“I” missing.
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Malware

• Commonly referred to as a Computer Virus, Malware is 

software that runs on an electronic device and creates harm, 

e.g. it shuts down your device or sends any information on the 

device to the attacker.

• To protect against Malware:

✓ Do not click on links in emails or in messages;

✓ Only use trusted websites and block untrusted sites 

where possible;

✓ Keep your anti-virus software up-to-date and perform 

regular anti-virus scans;

✓ Always scan external devices, e.g. a USB drive, before 

using it on your device.

Insider Threats

• Your own employees either intentionally or un-intentionally act 

and weaken the security controls put in place. For example, 

accessing company information in a public place or 

intentionally emailing a client list with sensitive customer 

information to a competitor.

• To protect against Insider Threats:

✓ Talk to your employees about cybersecurity and their role 

in keeping the business safe;

✓ Keep them informed about the importance and the 

privacy of the information they work with and have 

access to;

✓ Make clear what is against company policy and against 

the law.
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Weak Passwords

• Passwords are used to access just about everything we use. Too 

many users create weak, easy to remember passwords, use the 

same password for everything or write their passwords down. 

These actions make passwords easy to guess or access.

• To protect against Weak Passwords:

✓ Create strong password policies on your systems e.g. all 

passwords must have a minimum of 8 characters, be 

alpha-numeric (have a mix of numbers and letters), have 

special characters (such as #, @, &) and must be changed 

every 90 days.

✓ Use a password manager tool (e.g. Dash Lane, LastPass, 

RoboForm etc.) to assist with creating and storing 

passwords – do not write them down! These tools can 

actually create, store and manage your passwords in a 

secure way to various sites and applications taking away 

the stress of trying to create and remember one yourself.

✓ Enforce two-factor authentication where possible – this is 

when you have more than one requirement to login to a 

website for e.g. the use of a password AND a token, or 

the use of a password AND a security question.

While there are a lot of tools and automated techniques to help 

protect our business, the best security is having hyper vigilant 

employees. It is very important to have an active cybersecurity 

awareness program that identifies the threats to your business 

and how to protect against them. 
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Transitioning to a remote workforce presents additional cybersecurity 

challenges. Among other things, work at home employees need to:

Secure home Wi-Fi – change the default passwords that were provided 

by your internet service provider (ISP) by following the instructions on 

the modem (the Wi-Fi box). Again remember to use a strong password.

Lock your computer screen when not in use – Always lock or close the 

computer screen when not in use so that others around you do not use 

your computer or obtain sensitive work information. 

Do not use unsecure Wi-Fi Connections – do not use open public Wi-Fi 

to browse the internet. This is any Wi-Fi connection that does not 

require a password in order to connect and browse the internet. Only 

connect to secure, trusted Wi-Fi connections. Also, disable auto 

connection from Wi-Fi other than your own trusted Wi-Fi connection.

Be discrete when conducting web meetings/phone calls – We have to 

remember that we are no longer around co-workers or persons privy to 

our work related discussions, therefore we should make sure not to 

speak loudly in spaces that other persons can listen in on our 

conversation. Consider using earphones. 

Page 10 of 17

CYBERSECURITY THREATS & 
PROTECTION MEASURES



Periodically perform virus scans – Manually navigate to your anti-virus 

software and start a virus scan on a regular basis e.g. every night before 

going to bed. 

Periodically check for system updates – Manually check for and install 

updates for your computer on a regular basis. On a Windows device, 

this can be done by clicking the Windows button, then typing “Check for 

Updates” and hitting enter. This is to ensure that you stay up to date 

with your computer operating system patches.
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Employee Cybersecurity Checklist

❑ Secure your home Wi-Fi

❑ Lock your computer screen when not in use

❑ Do not use unsecure Wi-Fi Connections

❑ Be discrete when conducting web meetings/phone calls

❑ Periodically perform virus scans

❑ Periodically check for system updates
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Cybersecurity 
Threat

What is it? How To Protect 
Against It

Phishing A fake email sent to 
steal your information.

• Do not click on 
email links.

• Double check the 
sender.

Malware Virus on your 
electronic device.

• Do not click on links.
• Only use websites 

you know and trust.
• Use anti-virus 

software.
• Scan USB drives 

before using them.

Weak Passwords Passwords that are 
frequently used 
and/or easy to guess.

• Use strong 
passwords –
minimum of 8 

characters, a mix of 

numbers and letters, 

and special 

characters e.g. $, %, 
#.

Insider Threats Employees that 
expose your company 
information on 
purpose or by 
accident.

• Educate your 
employees.

CYBERSECURITY THREATS & 
PROTECTION MEASURES



Payment Card Fraud

• Payment card fraud is primarily the unauthorized, illegal use of 

your debit or credit card to either obtain goods without paying 

for them or obtain funds from your account by way of a cash 

withdrawal.

How does Payment Card Fraud happen?

• Payment card fraud can happen in a variety of ways including 

via a system hack such as stolen database information from 

merchants, or point of sale (POS) attacks at a point of payment 

e.g. supermarkets, restaurants or ATMs however skimming is 

one of the most widely used techniques.

• Skimming, is a discreet method and most commonly happens at 

stores where clerks or waiters run a card through a card reader 

device that copies the information from the magnetic strip. 

Once the thief has the credit or debit card data, he/she can 

download it to a computer and burn the card data to a gift card 

or a blank "white card“ for later use.

• Thieves also use a skimming technique known as EFTPOS 

skimming (electronic funds transfer at points of sale), where 

POS machines are replaced with a skimming device to copy the 

data in the cards.
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How can I protect against payment card fraud?

• Ensure the Personal Identification Number (PIN) you select is 

unique and not easily identifiable (e.g. do not use your birth date, 

phone number, etc.). If you own multiple cards, use a different 

PIN number for each.

• Memorize all PINs, such as your ATM or debit card PIN and online 

passwords - do not write them down.

• Use secure sites when shopping online - If you are shopping 

online, don't provide your personal or financial information 

through a company's website until you have checked for 

indicators that the site is secure e.g. a lock icon on the browser's 

status bar or a website URL that begins with "https:" (the "s" 

stands for "secure"). Unfortunately, no indicator is foolproof; 

some scammers have forged security icons.

• Monitor card transaction activity on bank statements. For added 

protection, monitor frequently online.

• Sign cards immediately - Upon receipt of your card, ensure that 

you sign the back signature panel.

• Report suspicious card activity immediately to your financial 

services provider.

• Skimming devices generally will stick out a few extra inches from 

an ABM. If something looks suspicious, find another ABM. Don't 

fall for a poor fitting device (or a sticker or sign that says "Swipe 

Here First" or "Use This Machine Only").

• Credit cards are more secure than debit cards because the funds 

are insured and transactions can be cancelled before settlement 

is complete. 

• When using your card, ensure you see the store clerk swipe the 

card and do not let it out of your sight; always collect your 

receipts from the ATM and the merchants. 
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BETTER SAFE THAN SORRY

Identify vulnerable areas in the physical structure of your business;
rectify and reinforce exposed areas. This is your first line of defence.

Be hyperalert in the following 3 situations
• Entering and leaving building premises;
• Getting into and out of cars; do not park in isolated areas for long

period of times;
• ATM vestibules; examine ATM machines and vestibules for

tampering or recording devices; cover your hand when
submitting your pin.

Back up data on phone and laptop at least once a month so even if
stolen, all is not lost. Install location tracking software.

Develop a cybersecurity policy for your work at home employees;
ensure everyone’s anti-virus software is up to date.

Change your daily routes and routines so that you don’t become a
target.

Keep copy of the ID and proof of address for anyone working with
you for longer than a day (e.g. contractors)

Credit cards are usually better than debit cards for spending because
you have greater insurance and protection with credit cards when
there are unauthorized purchases; easier to cancel the transactions.

Never let your credit card or debit card out of your sight when it is
being swiped.

Never click on links in odd sounding emails or emails with too good
to be true opportunities or in emails from strange senders’
addresses.

Hand over items if confronted, not worth an escalation or your life.
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REFERENCES

What is Cyber Security? How it works, types of threats…

• https://www.cisco.com/c/en/us/products/security/what-is-

cybersecurity.html

Symptai Consulting Ltd. - Consulting Firm which specializes in 

cybersecurity among other types of business advisory services

• https://www.symptai.com/

The Best Ways To Prevent Credit Card Fraud & Theft

• https://upgradedpoints.com/how-to-prevent-credit-card-fraud/

• http://www.jamaicaobserver.com/business/Debit-and-credit-card-

fraud-_94595

Tips on how to protect yourself and your information by NCB

• https://www.jncb.com/Support/Security/Protecting-Yourself

ETM/ATM Safety & Security Tips by JMMB

• https://www.youtube.com/watch?v=fLD_LSJvnQE

Cybersecurity Policy for Small Businesses

• https://resources.workable.com/cyber-security-policy

• Template by Avast: https://blog.avast.com/cyber-protection-policy-

template
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REFERENCES

How to backup & restore your data on your smartphone

• Android OS: https://support.google.com/android/answer/2819582?hl=en

• Apple iOS 

• Backup: https://support.apple.com/guide/iphone/back-up-iphone-

iph3ecf67d29/ios

• Restore:https://support.apple.com/en-us/HT204184

• https://www.backblaze.com/backup-your-iphone.html

How to backup files on your computer

• https://www.backblaze.com/backup-your-computer.html

• https://www.backblaze.com/backup-options.html

• MAC: https://support.apple.com/mac-backup

• Microsoft: https://www.backblaze.com/pc-backup.html

Location Tracking Software for your devices

• Android

• https://www.cnet.com/how-to/how-to-find-stolen-lost-android-phone/

• https://support.google.com/accounts/answer/6160491?hl=en

• Apple: 

• https://www.youtube.com/watch?v=xt8W6K2IVVs

• https://support.apple.com/en-us/HT201472

• https://support.apple.com/en-us/HT210400

• Laptop

• https://www.digitaltrends.com/computing/how-to-track-a-laptop/

• https://support.apple.com/en-us/HT204756
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